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WSUS at Fermilab – OU Administrator’s Guide
Background

Early in 2007, we converted from using SMS to WSUS as our major patching infrastructure for Windows based systems. This document provides technical assistance to the various desktop administrators that are involved in supporting Fermilab desktops that subscribe to our WSUS patching infrastructure.
Introduction
For the majority of the laboratory, we have a central WSUS server system that automatically downloads new Critical and Security fixes from Microsoft. These updates are advertised to Windows systems that are subscribed to our WSUS server. Based upon a pre-defined schedule, these patches are run thru a test period and then if there are no issues in our environment, these patches are then advertised to all Windows systems at Fermilab. 
Our WSUS server does not provide non-critical/security fixes, nor do we populate our server with drivers, service packs, or other programs available via Microsoft Update infrastructure. We leverage the powers of the lab-wide SMS infrastructure to install applications, major updates (like service packs), and provide detail on hardware/software inventory. 
WSUS also provides definition files for Defender and Forefront. Even though the Computing Division does not support Windows Defender, as a courtesy, we have configured our WSUS server to routinely obtain the latest definition files for Windows Defender, and we make them available thru our WSUS server. Usage of the Windows Defender product is not a substitute for the laboratory central anti-virus policy and rules. At this time, we are not providing Forefront definitions.

Computer Groups:

To provide flexibility in our patching solution for Fermilab, we take advantage of WSUS computer groups. These groups are similar to SMS collections, and they allow us to tailor the advertisement and scheduling of patches. We currently have defined the following WSUS computer groups, but our design allows the ability to add additional groups if necessary:

PILOT: this is for our early bird testing of new patches. This group of computers will receive the latest MS security patches and are used to provide initial testing to ensure the new patches do not cause issues with Windows systems configured with Fermilab applications.
Mandatories: This is a special group for systems that temporarily need to opt out of a patch cycle. This group will still receive the patches deemed mandatory by computer security and the windows policy committee. Systems in this mode of operation require an exemption approved by their OU manager and computer security.

Production DCs: Special group to help manage the production domain controllers in the FERMI and WIN domains.
Beta DCs: Special group to help manage the production domain controllers in the FERMIBeta and WINBeta domains.

Alpha DCs: Special group to help manage the production domain controllers in the FERMIAlpha and WINAlpha domains.

General: This is the main group which by default all computers are a member of. This group receives the advertisement of patches after the Pilot group has verified these patches conform to Fermilab standards. Typically, this group will receive the updates 1 week after Microsoft has released the security/critical patches.

Unassigned Computers: This is a built-in group that WSUS uses for machines that request to be in a group that does not exist. There should not be any systems in this group.

GPOs:

To simplify the configuration of Fermilab Windows’s systems to be subscribed to our WSUS central server, we take advantage of the Fermi Windows domain and use Group Policy Objects (GPOs). The use of GPOs allows us to tailor scheduling among the diverse computers here at Fermilab. The GPOs are also configured to allow regular OU administrators the ability to select which schedule a group of computers belong to. 
We have created a pre-defined set of GPOs that are used by each OU admin team, but additional custom GPOs can be created as needed. 
If you use the Group Policy Management Control tool (gpmc.msc) tool, you should see something similar to the following in your own OU:
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The pre-defined GPOs are as follows:

Labwide-WSUS-General: 
This policy is at the root level of the domain and is applied to all Windows systems. The policy is set to do the following:
· Have client check for updates every 22 hours
· Silently install any patch that does not require a reboot
· Provide a balloon message to user every 2 hours when new patches that require a reboot get flagged to be installed on this computer
· Switch to a dialog box starting on Thursday 7AM if system still needs a reboot. If User is logged out, the machine will automatically reboot instead.
· Places the computer in the ‘General’ WSUS computer group.

XX-WSUS-Pilot-Testers: 

This policy is at the root of the individual root OUs and is limited to only those computers specified in the GPOs scope. For convenience, the scope uses a global group in active directory (xx-WSUS-Pilot-Testers) to limit which computers will get these settings. This policy is used to establish which machines in the OU are to be members of the Pilot Testing group. The policy is set to do the following:
· Have client check for updates every 22 hours
· Silently install any patch that does not require a reboot
· Provide a balloon message to user every 2 hours when new patches that require a reboot get flagged to be installed on this computer
· Switch to a dialog box starting on Thursday 7AM if system still needs a reboot. If User is logged out, the machine will automatically reboot instead.
· Places the computer in the ‘Pilot’ WSUS computer group.

Because this group uses the WSUS computer group ‘Pilot’, these systems will receive the latest MS security patches first.

XX-WSUS-Manual: 

This policy is at the root of the individual root OUs and is limited to only those computers specified in the GPOs scope. For convenience, the scope uses a global group in active directory (xx-WSUS-Manual) to limit which computers will get these settings. This policy is used to establish which machines in the OU are to be patched manually (in most cases servers and key systems that need to be patched on a case by case basis. These machines will still automatically receive and update the patches one day before the next month of security patches are released from Microsoft. The policy is set to do the following:

· Have client check for updates every 22 hours

· Only download patches, even patches that do not require a reboot

· Provide a balloon message to user every 2 hours when new patches get flagged to be installed on this computer. This includes placing the WSUS shield in the tray area on the console.
· Places the computer in the ‘General’ WSUS computer group.

Because this GPO sets the computer to the WSUS computer group ‘General’, these systems will receive the latest MS security patches the same time all other systems receive them. The exception is no patches are installed until the machines administrator invokes the patches to be installed. If the administrator neglects to install the patches, on the day before the next monthly patches are rolled out from Microsoft, the machine will automatically install those patches and reboot at 7AM.

XX-WSUS-Kiosks: 

This policy is at the root of the individual root OUs and is limited to only those computers specified in the GPOs scope. For convenience, the scope uses a global group in active directory (xx-Kiosks) to limit which computers will get these settings. This policy is used to establish which machines in the OU are to be members of the Kiosks group. The policy is set to do the following:

· Have client check for updates every 22 hours

· Silently install any patch that does not require a reboot

· On Tuesday (1 week after MS releases the monthly patches) the system will automatically install patches and reboot without any dialog to the user. This will occur at 5AM. 

· Places the computer in the ‘General’ WSUS computer group.

Because this GPO sets the computer to the WSUS computer group ‘General’, these systems will receive the same patches as all other systems. The key difference is the machine will install on a Tuesday at 5AM all patches that are needed, and user interaction is not needed. This will reboot the machine, even if a user is logged in. The main purpose of this is to use this for machines that do not have a user associated with the computer (IE walk up machines), or systems that are kiosks (IE display screen systems).

XX-WSUS-Defer: 

This policy is at the root of the individual root OUs and is limited to only those computers specified in the GPOs scope. For convenience, the scope uses a global group in active directory (xx-Defer) to limit which computers will get these settings. These global groups are kept in a special root level OU called ‘WSUS-Defer-Controls’ and are only accessible to OU Managers. This enforces the list to be controlled by the OU Managers.

 This policy is only for special conditions when a machine or set of machines must be made exempt from the regular patching schedule. This is used in the unlikely event some application or special software on a particular computer(s) will not function correctly with the current set of MS security patches. Machines in this group need OU manager and CST approval. The policy is set to do the following:

· Have client check for updates every 22 hours

· Silently install any patch that does not require a reboot

· Provide a balloon message to user every 2 hours when new patches that require a reboot get flagged to be installed on this computer

· Switch to a dialog box starting on Thursday 7AM if system still needs a reboot. If User is logged out, the machine will automatically reboot instead.

· Places the computer in the ‘Mandatories’ WSUS computer group.

Because this GPO sets the computer to the WSUS computer group ‘Mandatories’, these systems will only receive the patches that CST and WINPOL have deemed mandatory on a computer to participate on the Fermilab Network. 

Making Computers members of WSUS

Domain Systems:

By default, all computers in the Fermi domain are automatically subscribed to the Central WSUS server and will be members of the WSUS General group and use the regular schedule for patching.
To make the machine a member of one of the other WSUS groups/schedules, you simply need to add the computer account to the appropriate global group that defines the ‘scope’ the GPO is set to. For example, if you want to make a computer a member of the ‘manual’ group/schedule, you add the computer account to the global group xx-wsus-manual (where xx is the name of your OU). Please note, you are adding computer accounts to a global group, and by default, computer accounts are not reviewed when you add entries to global groups. To change this, when you add computers to a group, change the list of object types to search:
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Select ‘add’ to add new computers to the group
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From this selection, first change the type of objects to look at by clicking on ‘Object Types’.
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By default, the ‘computers’ objects are not in the search, simply ‘click’ on the box in front of ‘Computers’ to add them to the search.

Special note: Just like adding a new user to a global group that controls a file share; the user would need to logoff/logon to update their credentials so they can have access to the file share. For computer accounts that get added to global groups, you will need to reboot that machine to ensure the computer is a member of that global group. If you are in a bind and cannot reboot the computer, but you need a particular GPO to be applied to the specific computer, you can have the OU Manager alter the scope of the GPO and add the computer to the scope. Changing the scope portion of a GPO must be done by an OU manager. 

Using the gpmc.msc, drill down to the desired GPO, and go to the ‘scope’ section, and add the desired computer account. For consistency, you should update the global group as well. 
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Non-Domain Systems:
WSUS is not dependent upon Windows systems being members of the FERMI Windows domain, but because we use GPOs in the domain, systems in the domain are automatically subscribed to the central WSUS service. To accommodate systems that are not in the domain or even long term visitors, a special set of utilities have been created to duplicate the settings we use in our GPOs. These utilities can be found on the Fermilab software distribution server at:

\\pseekits\desktoptools\wsus-tier2\non-Domain
The scripts under this folder can be used to set the computer registry so that the computer is a participant of our WSUS configuration. A user can easily undo these settings, so caution should be made for systems not in the domain. (Note: the current version does not produce a 'back-out registry' settings in the event a user want to go back to the original settings that he/she had from their home institution.
Schedule:
After discussions with major stakeholders here at Fermilab, we have established the following schedule to accompany Microsoft’s routine release of security patches. Microsoft generally releases a monthly group of security and critical patch updates on the second Tuesday of the month (patch Tuesday). We in turn follow this with our schedule:

Patch Tuesday: 
· Microsoft releases security patches
· All ‘Pilot-testers’ will begin to receive the patches. If no reboot required – the patches will automatically be installed.

2 days after Patch Tuesday: 
· On the Thursday 7AM, Pilot Testers will begin to have their systems reboot if the user has not already rebooted the system themselves.
· At this point, Pilot testers are expected to report issues to their line management or Windows Policy if these patches will disrupt normal operations in their area.

First Monday (or working day) after Patch Tuesday:
· If no issues with the current set of patches, then these patches are advertised to the ‘General’ WSUS computer group.
1 week after patch Tuesday:
· Tuesday: Systems that have the ‘kiosk’ GPO or equivalent applied to them will begin to reboot (if needed) on Tuesday morning 5AM.
· Thursday: Systems that have the ‘general’ GPO or equivalent applied to them will begin to reboot (if needed) on Thursday morning 7AM. Users can defer if needed.

One day before the next Patch Tuesday:
· Any system that still needs a reboot to complete the installation of MS security patches will reboot on this day at 7AM.
Reports:

To aid the OU administrators, we have take advantage of the built-in ‘Report admin’ capabilities of WSUS as well as added several Fermilab specific reports. To use the built-in report capability of WSUS, users must be a member of the OU administrators groups with their ‘-admin’ account and have installed the WSUS Admin Console software. Details on how to install the console software can be found later in this document. 

General WSUS reports:

When you start-up the WSUS Report admin console, you should have something similar to the following:

[image: image7.png]3 Updal =10l
%7 Fle Acion Vew Window Hep [ISETE|
e am 2=

S s .
8 Upies
e s F—— D soaeh
B critcal Updates o R
5] Securty Updates
51 WSS Updates Update Reports New Window from Here
54 Computers .
= ettt
G s Update Status Summary
T o oy f he U sk, wih o pge or Ut
X Unassigned Compul b P v P page perupe @ veip
oo .
e i = Update Detailed Status
X Mandatories 2
Sy o e ot s, vt st st o
i ir e e A s e S
X Previous-Month
5 Downstream Servers KED Update Tabular Status
55 Synchrorizations 5] i veport shows o smnery o th update satusin bl view, sutabl for

exporting to a spreadsheet.

Computer Reports

Computer Detailed Status
This report shows detals of each computer's status, ith the update status for each
Update. One computer s shown per page.

Computer Tabular Status
This report shows a surimary of computer status n a tsbular view suable for
exporting to a spreadsheet.

Synchronization Reports

Synchronization Results
This repart shaws the results of the last synchronizatian.





With this interface you can interogate details regarding the compliancy of security patches on your Windows systems. Optionally, you can also save the various reports as an Excel spreadsheet or PDF document for further processing.

Building WSUS reports:

Choose a report from the main menu. The most common report OU admins will want to use is the ‘Computer Tabular Status’ report. This report can be further customized by altering several key parameters:
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By selecting the appriate choice in the ‘Include updates that have a status of;’ menu, you can alter the view to just computers needing patches and/or machines that have reported an error. Optionally, you can also alter the products and classifications selection lines to limit the scope of the report.

Products: by default the report will look for all of the various Operating Systems and sub types of Microsoft products that WSUS supports. (please note that we do not download and advertise all of the various components in Microsoft’s list. In most cases, you probably will not alter this selection. If you do want to, you will be presented with a dialog box like the following:
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Classifications:

Microsoft groups the updates into various ‘classifications’. On our WSUS server, we do not download or advertise all of the patches/updates that Microsoft releases. In most cases, you will not alter this setting, but if you need to, you will be presented with a dialog box similar to the following:
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Select ‘Run Report’ from the upper tab line to execute your query. You should see something like the following:
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You can sort the report on the different columns. If you select a specific computer and ‘double-click’ that selection, a detailed report for that computer will be generated. This is handy when you want to find out which specific patches are missing, and in some cases, the error codes on why the patch did not install. For example, if we select cd-100560, we would get a detail report that looks like the following:
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Note: the report is generally several pages long.

Limit report to your systems:

Because the server is shared among the entire lab, you will see information for all systems being managed by our WSUS server. 
As an alternate to the reporting tool, you can further limit the report to just your computer systems, by using the ‘Computers’ section of the WSUS admin console. 

If you select the ‘Computers’ section of the console, you will see something like the following:
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Once again, you can limit the scope based on the computer status (in the example above, the data is limited to systems that ‘need’ patches. You can tailor this view by doing a right-mouse click on the description line, and you will see something like the following:
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To only review your systems, you can ‘right-mouse’ click on the ‘Computers’ section (in the left hand side of the screen), and one of the options is to ‘search’.  This will bring up a dialog box similar to the following:
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As in the example above, you can search for systems that contain a specific string. Since our naming convention for computers in the Fermi domain should use your OU name, you can enter that in the search criteria to reduce the computer listing. In the example above, I will be presented a list of machines with the name ‘fess’ in their names. You might see something like the following:
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You can then select the entire list, and ‘right-mouse’ the list to run the WSUS computer reports against that list:
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You can now customize the report and save the output if necessary.

In-house reports:

To aid in the OU administrator’s job, we have created additional reports beyond the standard WSUS ones. The main additional report OU administrators will want to review is the comparison of systems in Active Directory (AD) and the systems know to WSUS. This can aid the OU admin to systems that are having networking or configuration issues. The report is off of the root home page for the WSUS server (http://wsus1.fnal.gov/) and will look something similar to the following:
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Installing the WSUS admin Console:

In order for OU administrators to see the available reports from WSUS, the administrator will need to install several components on their desktop. 

The components needed for the WSUS admin console can be found at:

\\pseekits\desktoptools\wsus-tier2\report-admins

1) You must be running XP or Server 2003, or Windows Vista

2) You will need to be running ‘ .Net Framework’ 2.0 or higher  If you do not have version 2, you can run the dotnetfx.exe located on pseekits.

3) You must have MMC 3.0 


The base version of XP is at 2.0, so in most cases you will need to update. Windows Vista comes with MMC 3.0, so Vista systems will not need the update.

 You can get the MMC 3.0 version by running the program ‘WindowsXP-KB907265-x86-ENU.exe’ located on pseekits.

4) You will need Report Viewer 1.2. In general, most systems do not have this installed. To install the Report Viewer run ReportViewer.exe located on pseekits.

5) You will need to install the WSUS Setup for Console install. This program is located on pseekits and is called WSUSSetup_x86.exe. 


When you install the console snap-in, you should do the following:
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Select next:

[image: image22.png]3 Windows Server Update Services 3.0 Setup Wizard

Installation Mode Selection

F..
B]

What kind o instaltion would you ike to perorm for Windows Server Update Services?

© Full server installaton inclucing Adrinistation Console

& Adninstation Consale only

<ok ==





Use the default – Administration Console only
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Accept the license agreement, it will install and then close. 

To startup the WSUS admin console Snap-in go to


Start --> Administrative Tools --> Microsoft Windows Server Update Services v3.0 (You can of course, create a shortcut on your desktop or quick launch bar)

The first time it’s run – you will need to add the server – On the upper right hand side – click on “Connect to Server” - then add your desired server (for our lab wide WSUS server, use wsus1.fnal.gov) . Leave the port as 80, and at this time, do not select the ‘Use Secure Socket Layer).
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To use the report interface, you must be a member of a special group we setup on the server. By default all OU Admins with their ‘-admin’ account are members. If you see the following:
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Contact the helpdesk and have them put in a ticket request to have your account added.

The new interface will look something like the following:
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Please note: after you install the above components, it is good practice to either run ‘Microsoft Update’ or the ‘force wsus check-in’ tool to obtain the latest maintenace patches as .NET or the Report Viewer may have updates that go beyond the basic install program.
Troubleshooting:

In most cases, WSUS will install patches with little issues. Unfortunately, there are occasional problems, and you might have to do some investigation to uncover what is wrong. Because problems with the client can vary from machine to machine, we cannot provide a detailed check list as what to do to diagnose an individual problem. Use the Troubleshooting information to assist your analysis.
Log Files:

The first main tool to use is the WSUS and in-house reports (see the prior section on ‘Reports’). A lot of information can be obtained from reviewing the reports.

The other major tool is to look at the Windows Update log file (c:\windows\windowsupdate.log on most systems). There is an abundant amount of detail in this log, and Microsoft has a knowledgebase article that provides details on how to read the log files. Please take a look at:

· http://support.microsoft.com/kb/902093 
Note: earlier versions of WSUS used a log file named ‘windows update.log instead of windowsupdate.log, so you might see both of these logs in the c:\windows directory.

Log examples:

The following example shows what gets logged when a computer is rebooted:
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The following example shows WSUS downloading updates:
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Computer not Syncing with WSUS server:

The WSUS reports can help you in reviewing if a computer is actually communicating with the WSUS server. Using the in-house report that compares systems in WSUS with Active Directory, you can make a good assessment of which systems are not working. The second part is to review the list of computers known to WSUS, and see if the last check-in date is very old. By default, systems that have not checked in for over 30 days are automatically removed from the WSUS computer list. (Note: Computers must be on the Fermilab network to be able to contact our WSUS server.)

If the machine is not syncing with our WSUS server, you should verify the machine is defined to communicate with our central server. 
First you can verify the appropriate group policy is being applied. Using the ‘gpresult /c’ command in Windows XP and Vista, you can review which policies are being applied to the computer. The important section to look at is the ‘The computer received "Registry" settings from these GPOs:’ portion of the output. You should see something like the following:
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In the example above, the machine first received the ‘Labwide-WSUS-General’ policy. That was over-written by the last 2 policies, so hence the last policy setting for WSUS came from MISC-WSUS-PILOT-Testers. Because setting can come from multiple GPOs, you will want to either use the ‘rsop.msc’ tool, or look at the registry on the computer. 
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From the above example, using rsop.msc will help confirm the settings for windows update came from MISC-WSUS-PILOT-Testers. 

WSUS Registry locations:

Additionally, the setting information can be found in the registry on the user’s machine. There are (2) main areas to review on a system regarding WSUS. The policies or rules are located at HKLM\Software\policies\Microsoft\Windows\Windowsupdate. For example, you might see something like the following:
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If this data is absent, it is likely the machine is not getting the GPOs applied. In this case you should use your standard tools for group policy (gpmc.msc, gpupdate, rsop.msc) to see why the policy is not being applied.

Additionally, WSUS uses a portion of the registry to save information regarding WSUS activity. This area is at ‘HKLM\Software\Microsoft\windows\CurrentVersion\Windowsupdate’. For example, if you view that area, you might see something similar to the following:
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This location is useful when diagnosing issues such as when the last time the client machine contacted the server.

WSUS Service program:
If GPOs and setting are correct, verify the WSUS client service (Automatic Updates) is running.
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You can also use the task manager to look for WSUS. Besides the service, WSUS will call a program named ‘wuauclt’. Under normal circumstances, this process should not be running all the time, but will run periodically as needed.
Force Check-in:

By default, our WSUS clients are configured to check-in the WSUS server every 22 hours. You can force the client to check-in to the WSUS server by using the batch script ‘force-wsus-refresh.bat’ located on \\pseekits\desktoptools\wsus-tier2. This simple script basically stops and restarts the WSUS service on the client machine. This process alone will not force the check-in, so the batch script also clears key registry values and calls the key WSUS client program to do a check-in. This tool does not have remote capabilities and has to be run with local admin privileges on the client node. 

Remote versions of this tool are available, but depending upon firewall settings and other factors, these tools usually cannot be used. For our desktop support teams and SMS package is available to remotely issue the ‘force check-in’ tool to a collection of Windows systems.
Error Codes.

Using the WSUS reports, you can find systems that have reported an error during communication, downloading patches, or installing patches. Usually there is an error code that is sent back to the server logs. In many cases there error code is not very explanatory, so the desktop admin might have to do further investigation. A list of common error codes and their meaning is listed in the ‘Useful Links’ section of this document.

Using the WSUS report interface, you can build a report on just systems that have had a failure. You would see something like the following:
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If you click on the lower portion of the report that has the ‘Updates with errors:’ you can build a detail error report. Usually on the second page of that report, you will see which patches failed. You might see something like the following:
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You can then click on the ‘Failed’ status code to get the details, which would look something like this:
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In this case, you see the WSUS process failed with error code hex 80070643.
Useful Links:

Some key links for information on WSUS:

Reading the WSUS log file:

http://support.microsoft.com/kb/902093 

In-House WSUS tools/info: 

\\pseekits\desktoptools\wsus-tier2
Microsoft’s on-line information:


http://technet.microsoft.com/en-us/wsus/default.aspx
Independent WSUS Forum:

http://www.wsus.info/forums/index.php?
WSUS Error Code information:


http://inetexplorer.mvps.org/archive/wuc.htm
16
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